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access to resources, even those, such as devices, not traditionally treated as files. For
Plan 9, we adopted this idea by designing a network-level protocol, called 9P, to enable
machines to access files on remote systems. Above this, we built a naming system that
lets people and their computing agents build customized views of the resources in the
network. This is where Plan 9 first began to look different: a Plan 9 user builds a private
computing environment and recreates it wherever desired, rather than doing all comput-
ing on a private machine. It soon became clear that this model was richer than we had
foreseen, and the ideas of per-process name spaces and file-system-like resources
were extended throughout the system—to processes, graphics, even the network itself.

By 1989 the system had become solid enough that some of us began using it as
our exclusive computing environment. This meant bringing along many of the services
and applications we had used on UNIX. We used this opportunity to revisit many issues,
not just kernel-resident ones, that we felt UNIX addressed badly. Plan 9 has new com-
pilers, languages, libraries, window systems, and many new applications. Many of the
old tools were dropped, while those brought along have been polished or rewritten.

Why be so all-encompassing? The distinction between operating system, library,
and application is important to the operating system researcher but uninteresting to the
user. What matters is clean functionality. By building a complete new system, we were
able to solve problems where we thought they should be solved. For example, there is
no real ‘tty driver’ in the kernel; that is the job of the window system. In the modern
world, multi-vendor and multi-architecture computing are essential, yet the usual com-
pilers and tools assume the program is being built to run locally; we needed to rethink
these issues. Most important, though, the test of a system is the computing environ-
ment it provides. Producing a more efficient way to run the old UNIX warhorses is
empty engineering; we were more interested in whether the new ideas suggested by the
architecture of the underlying system encourage a more effective way of working. Thus,
although Plan 9 provides an emulation environment for running POSIX commands, it is a
backwater of the system. The vast majority of system software is developed in the
‘native’ Plan 9 environment.

There are benefits to having an all-new system. First, our laboratory has a history
of building experimental peripheral boards. To make it easy to write device drivers, we
want a system that is available in source form (no longer guaranteed with UNIX, even in
the laboratory in which it was born). Also, we want to redistribute our work, which
means the software must be locally produced. For example, we could have used some
vendors’ C compilers for our system, but even had we overcome the problems with
cross-compilation, we would have difficulty redistributing the result.

This paper serves as an overview of the system. It discusses the architecture from
the lowest building blocks to the computing environment seen by users. It also serves
as an introduction to the rest of the Plan 9 Programmer’s Manual, which it accompanies.
More detail about topics in this paper can be found elsewhere in the manual.

Design

The view of the system is built upon three principles. First, resources are named
and accessed like files in a hierarchical file system. Second, there is a standard proto-
col, called 9P, for accessing these resources. Third, the disjoint hierarchies provided by
different services are joined together into a single private hierarchical file name space.
The unusual properties of Plan 9 stem from the consistent, aggressive application of
these principles.

A large Plan 9 installation has a number of computers networked together, each
providing a particular class of service. Shared multiprocessor servers provide comput-
ing cycles; other large machines offer file storage. These machines are located in an
air-conditioned machine room and are connected by high-performance networks.
Lower bandwidth networks such as Ethernet or ISDN connect these servers to office—
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and home-resident workstations or PCs, called terminals in Plan 9 terminology. Figure
1 shows the arrangement.

7 Internet
@ @ Term Gateway

Ethernet

File CPU ‘ ‘ CPU ‘ ‘ File Gateway

Fiber Network

Datakit

Figure 1. Structure of a large Plan 9 installation. CPU servers and file servers share fast local-area
networks, while terminals use slower wider-area networks such as Ethernet, Datakit, or telephone
lines to connect to them. Gateway machines, which are just CPU servers connected to multiple net-

works, allow machines on one network to see another.

The modern style of computing offers each user a dedicated workstation or PC.
Plan 9’s approach is different. The various machines with screens, keyboards, and mice
all provide access to the resources of the network, so they are functionally equivalent, in
the manner of the terminals attached to old timesharing systems. When someone uses
the system, though, the terminal is temporarily personalized by that user. Instead of
customizing the hardware, Plan 9 offers the ability to customize one’s view of the sys-
tem provided by the software. That customization is accomplished by giving local, per-
sonal names for the publicly visible resources in the network. Plan 9 provides the mech-
anism to assemble a personal view of the public space with local names for globally
accessible resources. Since the most important resources of the network are files, the
model of that view is file-oriented.

The client’s local name space provides a way to customize the user’s view of the
network. The services available in the network all export file hierarchies. Those impor-
tant to the user are gathered together into a custom name space; those of no immediate
interest are ignored. This is a different style of use from the idea of a ‘uniform global
name space’. In Plan 9, there are known names for services and uniform names for files
exported by those services, but the view is entirely local. As an analogy, consider the
difference between the phrase ‘my house’ and the precise address of the speaker’s
home. The latter may be used by anyone but the former is easier to say and makes
sense when spoken. It also changes meaning depending on who says it, yet that does



249m sabueyd 1eym Jo spew sem sbueyd Jendiued e usym puly 01 Asea s| 1 ‘S|l ||
jo sjoysdeus Ajrep yum Areaqi) s, AepisisaA yum weaboud e duij 01 10 obe syluow d34y1
wouy J3)1dwod ayy A4y 01 pasemuojiybiesis si il ‘bng e umop oeul o) ‘sidwexs Jo4 -adeds
dWeu 119yl 01 1l Jo sadald yde1ie Jo Aj1da41p walsAs 3|1 dwnp Syl 9SMOIQ UBD OYM ‘SIA|DS
-wiay) s4asn ayl AQ sI 1sd1y YL ‘pash sI walsAs 3|1 dwnp syl sAem om) e iyl
'sinoy axe1 Aew ‘punosbdeq syl ul suns yoiym ‘WIOM Yl 01 $320|q
Ado> 01 ssad0ud Y3 Inq ‘$>20|q 3Yl dnanb 01 sSAINUIW M3 B SIYBL I "SE6 1 ‘S ydiew
Jo bBuiwiow Apges ayy ul paseadde 11 se wlsAs 914 dyl jo sbewi ue jo Alo1d341p 100U
9yl SI STE0/S66T/dunp/u/ Aioauip 9yl ‘sidwexa o4 -ep sl Aq paweu ‘uael
J9A9 sdwnp |e jo Aydiessiy e ul sieadde waisAs 9|1y padwnp syl Jo 1004 Ajuo-peas syl
pue paJloisal SI 3JIAIBS ‘pananb ade $320[g Yl OUQ “INYOM Yl 01 UMM 3] 0} pananb
aJe dwnp 1se| 3yl ddUIS PIIPOW S3D0|q || pue udZoJj SI WIISAS 3|1y 3yl “Ajeonew
-01Ne SINJJ0 WI1SAS 3|1} Yl JO duinp © “D0|2,0 § 18 Buluiow AISA3 '36eIO1S 3|qe1S IO}
92IA9P NYOM B JO 3SN Sl WOy SDWOD JBAIDS 3l 9yl JO 3INIB34 [Bnsnun 1sow ay |

*26e101S 3AI1DR JO S31AQeHI6 O, IN0ge SBY JSAISS 3|1 Ulew UNno d3yded e Ajuo
aJe Asyy asnedaq ‘sysip dndubew ayl Jo 3zis Yy ueyl Jabie| aq ued WIISAS 3|1} Y3 ul
BIRP S|qBSSAUIPPE YL "SSYIED U [9A3] Y3 UBY] D1jjeJ] dJoW Spnyiubew Jo JSpJo ue Jnoge
S93S puB ‘U91ISBJ UydNW S| Yyoea HISIp dY3 404 3Yded B S| Alowdw 3y} pue WYOM Yl 404
ayded e S| YSIp 3yl ‘xogdinl (INJOM) AueW-peaI-3dU0-311UM B Ul 36BIOIS M|NQ JO SAIAQ
-eb16 0G € pue ‘sysip dnaubew jo sa1Aqebib g ‘siajing Alowsw jo sai1Aqebaw Q| 1nhoge
SBy UOI1B[|BISUl JNO Ul J9AJIDS |BJIUID DY "DHBI0IS JO S|IAI| D24Y1 SBY JDAIDS 3l YL

'921A19s dnyjpeq e ‘Mo|aq paule|dxa se ‘pue abeiols Aresodwal se yons swial
-sAs asodund-[edads apn|dul J9AI9S Byl Aq paliodxd s9341 31} JAYlQ “SHJ0Mi1au Jo A1aLieA
B UO BOJE 9PIM B IDAO SI9Sh Auew Ag paJeys st Ayoiesaly eyl -sysip Auew uo sdjij bul
-uadsaidas ‘9941 3|buIs B S| J9AIRS 9yl AQ paniodxd AydJedaly urew ay)y ‘SwIisAs 3|1 d1ed
-edas 40 SysIp 4O 19S B uUBY) Jayley ‘dbewi 100q dy1 oiul p3|Idwod S3UNNOJ JO 195 paxly
e Ajuo ‘sassad0ud J4dsh ou sund 3| ‘||]9M ol auo Sl op 01 paubisap ‘}IOMIBU Y] JIAO
AJuo 9|qIssadde ‘WIISAS duOoje-puR]S B S| JDAIDS dY| ‘d6 Buisn pauodxa Aydsessiy 3|1y
B SE JJOMISU 3Y] 01 WYl s1udsaid pue s3|1) JusuewWISd S3101S JSAISS J|I) [BIIUD VY

J9AIRS 3|14 YL

‘way) pade|dal am ‘L upip Asyl usym "wayl 1dad am ‘ybnous poob pawaas uolelou
10 SPUBWIWIOD PO 3Y) AIBYM "W1sAs ay1 Joj juswalinbai e 1ou sem Anjignedwo)d

‘M3U 3Je SpuBLIWOD 31 J|ey
noge ‘Ajjeuld "sqof Jejiwis yiim sjoo1 XINN UMOUY-13113q 3yl 3de[dSIp SIaYlo pue ‘pTOB
196bngap ‘wes JoUpd 1X3 ‘O [|BYS By} :Saydlu plo 1o} swesboid mau Ajpunnus ade
9WOS *S|001 JRI[IWe) dY] [|1IS 4B INg ‘DPOdIUN S[pUBY 01 PIPUIX PuR I |SNY 01 PaLIdA
-UOD U33Q dABY SIBYlO pue ‘FFOI] ‘[ME :SI01SIDUB XIN( JI9Y) SB dWEeS 3] A|[e1juassa
9Je SpUBWIWOD 3WOS *3p0d D Jo saull G6 Isnl si sd apym ‘A4duds |jays e si ‘s|dwexs
104 ‘OUM ‘suonejuswa|dwi J3|dwis ‘Mau 3. 1Ng SUOIDUNY PUB SSWRU Jel[lwe) 3AeY OUM
pue ‘QeD ‘sT I swesboud :sqol pjo 40j sweiboid Mau a4 BWOS "SISSB[D peoi( [esd
-A3S 01Ul ||} SPUBLLIWOD 3y “XINN 4O 1Byl 01 JB|IWIS S| § UB|d JO 19S pUBLILLOD 3|

‘pawJo44ad s uoieINdwod Y1 JIIAIIYM ‘SSWEBU dWes
9Yl YUM ‘S|ge|IBAR dJB SDIINOSII PUB SPUBLULWIOD dSWES dY) :luaJedsuesl S| Siyl ‘smop
-UIM [|e ul JudjeAlinba ddeds aweu ay) Bupew Ag INg ‘SHI0MIBU JUBIBYIP JSAO Saulydew
1UJ3YIPp uo swesbosd Buluuns 3q Aew SMOPUIM 1UBIBYIQ "SIDAIIS DOWIJ UO suon
-edjjdde aAIsuajul-3|14 40 —uoneINdWOd UNJ 0} PuUB [BUIWIS) dY} UO JOYIPS 1X3) pue Wal
-sAs mopuim 3y se yons suonedijdde aAlIdBIIUI UNJ 0) S| ASN JO BJAIS papudlul YL

‘paxa|dninw pue ausay) Apeadje
S1 UOI1D3UUOD JOMISU SY1 ‘MOPUIM Y] |0JIUOD 0) WIY] SIIM pue speas 1snl 3 *|edo|
9Je S3I dY) JIYIYM MOUY J0U SI0P 1}l ‘ADP/ Ul [BNSN SB MOPUIM 3y} JOj S3|I} SUOD
pue ‘2Tq3Tq ‘©@Snow ay) sa3s uoned|jdde (g 10wl € ‘Buluun 1UelS 0} JAAISS X dY) 01

- G-

saA0JdWI S[eUIWIR) 6 UB|d P|O USAS WOJ) 3|ge|leAR uolleIndwod 3yl 0s ‘Saulydew |eiud
9yl apesbdn ‘uaAemoy ‘op 9 “IudwuUoLIAUB Bunindwod 213|dwod Y3 apiaoad Isnw eyl
SUOI1B1ISHJIOM UBY) J36UO| Ydnw ‘SiedA 3AI) INOQe 10J oM 0] S3de|d 3|qrIIOJWOd Ulewl
S|eujw.a) deayd Jno 1eyl sl uoisidAp poob e si siyl 1eyy ubis y "uolesISIuIWPE pue S1S0D
9z/1Jowe A3yl 9SNEIS(C SIDAIIS |BJIUDD dSh 0] ISOYD 9M ‘AJOleJOqge| UNO U] “uolle|[elsul
ue InbiUOd 01 Moy bBuluresIsuod INOYUM diempiey Jo AlSLIBA B UO Sunl 6 ue|d
*321A3S SIY1 Aq papJaoyse ajA1sayl| ul
1usWIA0IdWI BY) 31BISIBAO 01 I NDIYSIP S1 1| "JJels 1oddns JO JUSWIAJOAUL SY1 4O ‘Spuew
-wod [epads ‘sadey 1noyim sa|i4 dnydeq 01 ssadde Ased Buipiroad IjIym ‘SwSAS 1Y)
ulejulew 01 PIduU dYl WOJ) SIISN [|e sd34) walsAs 9|1 dwnp palewoine ayl ‘Ajjeuly

*JI1BWOINE S| 3S|9 ||V °|SU433 3yl peo| 01 141 pue 41009
9SN pue ‘uo 1l uJNl OMIBU By Olul dulydew Yyl bnid ‘burtuuns uels o] AjR1eIpAWILII
11 01 Y€1 01 3|ge 3 ||IM UONE|[EISUI B Ul SBUIYDBW Y] |[e ‘qPU/qTT/ ul 3|y 3|buls
B 0] 353Ul Ppe puB SSAIPPE d| PUB SWERU B 3SO0YD ‘19Ulayl] [BIO] Yl UO SUIYdeW MIU
e ||easul o] -1ep 03 dn s3iy |9|jesed doay 4o walsAs Bulweu painguasip e sabeuew o1
pa3u ou SI 3JaY] HJ0MIBU 3Y] 01 ¥|B) 0] SE]EIEP SWES 3Y] SN SAUIYDBW B} ||Y “SHIoM
-J9U J9Y10 pue 19UJBYl3 [BJ0] BY] JA]SIUIWPE 01 AJBSSII3U UOITBWIOJUI BY] ||B SUleIUOD
1Y) ‘qpu/qTT/ ‘A101dBUIp ©B S| 349Y] JIAIDS [BJIUDD BU) UQ "UOIIBULIOJUI HIOMIBU SJ3)
-siulwpe g ue|d Aem 3yl SI 3JIAIBS 3|1} PaZI[e4Iudd Jo Jamod 3yl jo sjdwexs Jaylouy

‘uolle|[eISul Ue JO 3zIS dYl MWl
S90p J9AJIRS |eiudd 3|buls ® uo bBuipuadap ‘puey Jaylo dyi uQ °s9|y pmssed/d1d/
1DUNSIP 3ZIUOIYDUAS 0} paau ou S| dJaY} ‘dseqerep Jasn 3|BuUls © OS[e S| dIdY| SIXI}
b6ng pue salepdn |[eisul 01 |BIALIY SI 1l OS ‘D4n1dd1YydJe ydes 4oy Adeulq syl jo Adod 3|6
-uls ® sey weiboud yoes jey) suesw SIY| ‘SUIYDEW U0 UO SIPISAI 9J/BMIJOS WIISAS 3y}
g ‘sasn |epads Jaylo pue buibbngap 104 d|qe|ieAe aue 10 368101 BIIXD dPIA0Id SIDAIIS
J19Y10 S3|1} WIISAS [|e BuIp|oy ‘J9AI9S UIBW DYl SI JBAIDS DUO ‘1DB) U| “ddUBUUIRW
pue uopeJISIUIWPE JI3YL OS[e ING ‘S3[l} 3YI ISN[ 10U 3Z[[RJIUID SIBAIDS 3|1} [eJIUD

"JOM pue wayl JO U0 Aue 1B UMOP IS ABW J9SN © puB—LWOO0J |eUlW
-19) B—Saulydew ssadde-dijgqnd Auew yum Aiojesoqe| e aAey am ‘dnoub 1no u| Aem siyy
pasn ag ued J|asu wa1sAs syl ybnoyije ‘asn Jo 3jA1s siy1 103fa1 3\ SIp |BI0| UO uolew
-1ojul reAlsd buliols Aq wayl aziwoisnd oym ajdoad Aq paumo aq 01 pual saulydew ‘Ayu
-NWWOD UOIIL1ISHIOM UJIPOW dY) U] "WIISAS SWeS 3yl 93S pue sulydew Aue Jo uouy ul
1S P|N0J J3sn B aJaym ‘swaisAs bulreysawil pjo jo sanuadosd poob syl jo suo sey ¢ ue|d
‘Aem s1yl Ul “|ednuapl Ajjeuonouny ale sjeulw.sl ||e ‘abelols 3|l Jusuewad ou aAey s|eu
-1WJR) pue ‘paz1|ealudd 3Je SIIIAISS 3|1} pue Buindwod 3duls ‘doide| e uo Se Swes Y3 Si
uone1ISHIOM |DS ue ‘Aes ‘U0 walsAs 3yl Jo adueseadde syl ‘@durwoiad J0j 1dIdX] “dieM
-pJdey [|e uo suns wa3isAs bunesado swes ayl pue djgeniod S| 3UBMIOS WISAS Y|

‘saje
-19do @ ue|d moy juasaidal 1s3q 1ey) suone|jeisul abie| yons si 3| "suolrersyiom sdiydesb
pua-ybiy 031 sDd |[ews wouy buibuel sjeulwId] JO S3J0DS PUB SIBAIIS d|l} PUB SIBAIBS NdD
J0ssadoadiynw |eJiudd sey dnias JNo ‘dWRIIXD J13YIO Y} Ik (WIISAS G Ue|d duoje-puels
B Se uolduny ued Dd doide| 9|buls v SABM 1uaJdjip Auew uone|eISUl 6 UB|d B 3in
-61ju0d 03 3|qIssod 1 SeW G Ue|d Ul SUBUOAWOD JO UOIIIBUUOIIBIUI WIOHUN Y]

uoneslsiujwpe pue AMjiqeinbiyuod)

"J3AI9S NdD Y1 UO S355330.4d 1Ie1S Aj[edi1ewolne 313yl Paieatd SMOPUIM ||e puew
-wod ndd ' HulUUNI MOPUIM ® U] WIISAS MOPUIM B 1IB1S 0) d|qeuoseal s 1l ‘9jdwexs Jo4
‘wisiueydaw juatedsuesy Aj@nbiun e s puewwod ndd sy SIIN0SAI NdD dlOWaJ pue
‘S3|1J 10WJ ‘SIIIAIP BJBMpUIRY [BD0]| 0] SS9IDB JO UOIIBUIGWOD 3yl 10U 1Ng 3dU3[eAINbD
9oedS SWERU 3WOS dABIYIE UBD YdIYym ‘SN ‘Aes ‘yum Buleys 3|14 Se awes syl 1l S| Jou
‘w1sAs 310wWau 3yl Uo deds sweu |ed0| 3yl dnpoidas 01 Bulylou s0p YIIYm ‘UTSOTI
Se dWes ayl 10U S| SIY| °uo 0s pue ‘suod/Adp/ ‘soiydesb dewilq se yons SIIAIDS
|[eD0| 01 SS3J2® ||ny ARy suonedljdde a1owal 0S ‘Aj210Wal 3|qISIA dJB S3|I} IJIASP [B0] ||V

-8 -



-6 -

made on a particular date. People feel free to make large speculative changes to files in
the knowledge that they can be backed out with a single copy command. There is no
backup system as such; instead, because the dump is in the file name space, backup
problems can be solved with standard tools such as cp, 1s, grep, and diff.

The other (very rare) use is complete system backup. In the event of disaster, the
active file system can be initialized from any dump by clearing the disk cache and set-
ting the root of the active file system to be a copy of the dumped root. Although easy to
do, this is not to be taken lightly: besides losing any change made after the date of the
dump, this recovery method results in a very slow system. The cache must be reloaded
from WORM, which is much slower than magnetic disks. The file system takes a few
days to reload the working set and regain its full performance.

Access permissions of files in the dump are the same as they were when the dump
was made. Normal utilities have normal permissions in the dump without any special
arrangement. The dump file system is read-only, though, which means that files in the
dump cannot be written regardless of their permission bits; in fact, since directories are
part of the read-only structure, even the permissions cannot be changed.

Once a file is written to WORM, it cannot be removed, so our users never see
‘“‘please clean up your files” messages and there is no df command. We regard the
WORM jukebox as an unlimited resource. The only issue is how long it will take to fill.
Our WORM has served a community of about 50 users for five years and has absorbed
daily dumps, consuming a total of 65% of the storage in the jukebox. In that time, the
manufacturer has improved the technology, doubling the capacity of the individual
disks. If we were to upgrade to the new media, we would have more free space than in
the original empty jukebox. Technology has created storage faster than we can use it.

Unusual file servers

Plan 9 is characterized by a variety of servers that offer a file-like interface to
unusual services. Many of these are implemented by user-level processes, although the
distinction is unimportant to their clients; whether a service is provided by the kernel, a
user process, or a remote server is irrelevant to the way it is used. There are dozens of
such servers; in this section we present three representative ones.

Perhaps the most remarkable file server in Plan 9 is 8}, the window system. It is
discussed at length elsewhere [Pike91], but deserves a brief explanation here. 8 pro-
vides two interfaces: to the user seated at the terminal, it offers a traditional style of
interaction with multiple windows, each running an application, all controlled by a
mouse and keyboard. To the client programs, the view is also fairly traditional: pro-
grams running in a window see a set of files in /dev with names like mouse, screen,
and cons. Programs that want to print text to their window write to /dev/cons; to
read the mouse, they read /dev/mouse. In the Plan 9 style, bitmap graphics is imple-
mented by providing a file /dev/bitblt on which clients write encoded messages to
execute graphical operations such as bitblt (RasterOp). What is unusual is how this
is done: 82 is a file server, serving the files in /dev to the clients running in each win-
dow. Although every window looks the same to its client, each window has a distinct set
of files in /dev. 8% multiplexes its clients’ access to the resources of the terminal by
serving multiple sets of files. Each client is given a private name space with a different
set of files that behave the same as in all other windows. There are many advantages to
this structure. One is that 82 serves the same files it needs for its own
implementation—it multiplexes its own interface—so it may be run, recursively, as a
client of itself. Also, consider the implementation of /dev/tty in UNIX, which
requires special code in the kernel to redirect open calls to the appropriate device.
Instead, in 82 the equivalent service falls out automatically: 8% serves /dev/cons as
its basic function; there is nothing extra to do. When a program wants to read from the
keyboard, it opens /dev/cons, but it is a private file, not a shared one with special
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properties. Again, local name spaces make this possible; conventions about the consis-
tency of the files within them make it natural.

82 has a unique feature made possible by its design. Because it is implemented as
a file server, it has the power to postpone answering read requests for a particular win-
dow. This behavior is toggled by a reserved key on the keyboard. Toggling once sus-
pends client reads from the window; toggling again resumes normal reads, which
absorb whatever text has been prepared, one line at a time. This allows the user to edit
multi-line input text on the screen before the application sees it, obviating the need to
invoke a separate editor to prepare text such as mail messages. A related property is
that reads are answered directly from the data structure defining the text on the display:
text may be edited until its final newline makes the prepared line of text readable by the
client. Even then, until the line is read, the text the client will read can be changed. For
example, after typing

% make
rm *

to the shell, the user can backspace over the final newline at any time until make fin-
ishes, holding off execution of the rm command, or even point with the mouse before
the rm and type another command to be executed first.

There is no ftp command in Plan 9. Instead, a user-level file server called ftpfs
dials the FTP site, logs in on behalf of the user, and uses the FTP protocol to examine
files in the remote directory. To the local user, it offers a file hierarchy, attached to
/n/ftp in the local name space, mirroring the contents of the FTP site. In other
words, it translates the FTP protocol into 9P to offer Plan 9 access to FTP sites. The
implementation is tricky; ftpfs must do some sophisticated caching for efficiency and
use heuristics to decode remote directory information. But the result is worthwhile: all
the local file management tools such as cp, grep, diff, and of course 1s are avail-
able to FTP-served files exactly as if they were local files. Other systems such as Jade
and Prospero have exploited the same opportunity [Rao81, Neu92], but because of local
name spaces and the simplicity of implementing 9P, this approach fits more naturally
into Plan 9 than into other environments.

One server, exportfs, is a user process that takes a portion of its own name
space and makes it available to other processes by translating 9P requests into system
calls to the Plan 9 kernel. The file hierarchy it exports may contain files from multiple
servers. Exportfs is usually run as a remote server started by a local program, either
import or cpu. Import makes a network call to the remote machine, starts
exportfs there, and attaches its 9P connection to the local name space. For example,

import helix /net

makes Helix’s network interfaces visible in the local /net directory. Helix is a central
server and has many network interfaces, so this permits a machine with one network to
access to any of Helix’s networks. After such an import, the local machine may make
calls on any of the networks connected to Helix. Another example is

import helix /proc

which makes Helix’s processes visible in the local /proc, permitting local debuggers to
examine remote processes.

The cpu command connects the local terminal to a remote CPU server. It works in
the opposite direction to import: after calling the server, it starts a local exportfs
and mounts it in the name space of a process, typically a newly created shell, on the
server. It then rearranges the name space to make local device files (such as those
served by the terminal’s window system) visible in the server’s /dev directory. The
effect of running a cpu command is therefore to start a shell on a fast machine, one
more tightly coupled to the file server, with a name space analogous to the local one.
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Furthermore, the functions it does define have engineering problems. Since the stan-
dard left too many problems unsolved, we decided to build our own interface. A sepa-
rate paper has the details [Pike93].

A small class of Plan 9 programs do not follow the conventions discussed in this
section. These are programs imported from and maintained by the UNIX community;
tex is a representative example. To avoid reconverting such programs every time a
new version is released, we built a porting environment, called the ANSI C/POSIX Envi-
ronment, or APE [Tric95]. APE comprises separate include files, libraries, and com-
mands, conforming as much as possible to the strict ANSI C and base-level POSIX speci-
fications. To port network-based software such as X Windows, it was necessary to add
some extensions to those specifications, such as the BSD networking functions.

Portability and Compilation

Plan 9 is portable across a variety of processor architectures. Within a single com-
puting session, it is common to use several architectures: perhaps the window system
running on an Intel processor connected to a MIPS-based CPU server with files resident
on a SPARC system. For this heterogeneity to be transparent, there must be conventions
about data interchange between programs; for software maintenance to be straightfor-
ward, there must be conventions about cross-architecture compilation.

To avoid byte order problems, data is communicated between programs as text
whenever practical. Sometimes, though, the amount of data is high enough that a
binary format is necessary; such data is communicated as a byte stream with a pre-
defined encoding for multi-byte values. In the rare cases where a format is complex
enough to be defined by a data structure, the structure is never communicated as a unit;
instead, it is decomposed into individual fields, encoded as an ordered byte stream, and
then reassembled by the recipient. These conventions affect data ranging from kernel
or application program state information to object file intermediates generated by the
compiler.

Programs, including the kernel, often present their data through a file system inter-
face, an access mechanism that is inherently portable. For example, the system clock is
represented by a decimal number in the file /dev/time; the time library function
(there is no time system call) reads the file and converts it to binary. Similarly, instead
of encoding the state of an application process in a series of flags and bits in private
memory, the kernel presents a text string in the file named status in the /proc file
system associated with each process. The Plan 9 ps command is trivial: it prints the
contents of the desired status files after some minor reformatting; moreover, after

import helix /proc

a local ps command reports on the status of Helix’s processes.

Each supported architecture has its own compilers and loader. The C and Alef
compilers produce intermediate files that are portably encoded; the contents are unique
to the target architecture but the format of the file is independent of compiling proces-
sor type. When a compiler for a given architecture is compiled on another type of pro-
cessor and then used to compile a program there, the intermediate produced on the
new architecture is identical to the intermediate produced on the native processor.
From the compiler’s point of view, every compilation is a cross-compilation.

Although each architecture’s loader accepts only intermediate files produced by
compilers for that architecture, such files could have been generated by a compiler exe-
cuting on any type of processor. For instance, it is possible to run the MIPS compiler on
a 486, then use the MIPS loader on a SPARC to produce a MIPS executable.

Since Plan 9 runs on a variety of architectures, even in a single installation, distin-
guishing the compilers and intermediate names simplifies multi-architecture
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development from a single source tree. The compilers and the loader for each architec-
ture are uniquely named; there is no cc command. The names are derived by concate-
nating a code letter associated with the target architecture with the name of the com-
piler or loader. For example, the letter ‘8’ is the code letter for Intel x86 processors; the
C compiler is named 8c, the Alef compiler 8al, and the loader is called 81. Similarly,
the compiler intermediate files are suffixed . 8, not . o.

The Plan 9 build program mk, a relative of make, reads the names of the current
and target architectures from environment variables called $cputype and $objtype.
By default the current processor is the target, but setting $objtype to the name of
another architecture before invoking mk results in a cross-build:

% objtype=sparc mk

builds a program for the SPARC architecture regardless of the executing machine. The
value of $objtype selects a file of architecture-dependent variable definitions that
configures the build to use the appropriate compilers and loader. Although simple-
minded, this technique works well in practice: all applications in Plan 9 are built from a
single source tree and it is possible to build the various architectures in parallel without
conflict.

Parallel programming

Plan 9’s support for parallel programming has two aspects. First, the kernel pro-
vides a simple process model and a few carefully designed system calls for synchroniza-
tion and sharing. Second, a new parallel programming language called Alef supports
concurrent programming. Although it is possible to write parallel programs in C, Alef is
the parallel language of choice.

There is a trend in new operating systems to implement two classes of processes:
normal UNIX-style processes and light-weight kernel threads. Instead, Plan 9 provides
a single class of process but allows fine control of the sharing of a process’s resources
such as memory and file descriptors. A single class of process is a feasible approach in
Plan 9 because the kernel has an efficient system call interface and cheap process cre-
ation and scheduling.

Parallel programs have three basic requirements: management of resources shared
between processes, an interface to the scheduler, and fine-grain process synchroniza-
tion using spin locks. On Plan 9, new processes are created using the rfork system
call. Rfork takes a single argument, a bit vector that specifies which of the parent
process’s resources should be shared, copied, or created anew in the child. The
resources controlled by rfork include the name space, the environment, the file
descriptor table, memory segments, and notes (Plan 9’s analog of UNIX signals). One of
the bits controls whether the rfork call will create a new process; if the bit is off, the
resulting modification to the resources occurs in the process making the call. For exam-
ple, a process calls rfork (RFNAMEG) to disconnect its name space from its parent’s.
Alef uses a fine-grained fork in which all the resources, including memory, are shared
between parent and child, analogous to creating a kernel thread in many systems.

An indication that rfork is the right model is the variety of ways it is used. Other
than the canonical use in the library routine fork, it is hard to find two calls to rfork
with the same bits set; programs use it to create many different forms of sharing and
resource allocation. A system with just two types of processes—regular processes and
threads—could not handle this variety.

There are two ways to share memory. First, a flag to rfork causes all the mem-
ory segments of the parent to be shared with the child (except the stack, which is forked
copy-on-write regardless). Alternatively, a new segment of memory may be attached
using the segattach system call; such a segment will always be shared between par-
ent and child.
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connection. An initial session message performs a bilateral authentication between
client and server. An attach message then connects a fid suggested by the client to
the root of the server file tree. The attach message includes the identity of the user
performing the attach; henceforth all fids derived from the root fid will have permissions
associated with that user. Multiple users may share the connection, but each must per-
form an attach to establish his or her identity.

The walk message moves a fid through a single level of the file system hierarchy.
The clone message takes an established fid and produces a copy that points to the
same file as the original. Its purpose is to enable walking to a file in a directory without
losing the fid on the directory. The open message locks a fid to a specific file in the
hierarchy, checks access permissions, and prepares the fid for 1/0. The read and
write messages allow I/0 at arbitrary offsets in the file; the maximum size transferred
is defined by the protocol. The clunk message indicates the client has no further use
for a fid. The remove message behaves like clunk but causes the file associated with
the fid to be removed and any associated resources on the server to be deallocated.

9P has two forms: RPC messages sent on a pipe or network connection and a pro-
cedural interface within the kernel. Since kernel device drivers are directly addressable,
there is no need to pass messages to communicate with them; instead each 9P transac-
tion is implemented by a direct procedure call. For each fid, the kernel maintains a local
representation in a data structure called a channel, so all operations on files performed
by the kernel involve a channel connected to that fid. The simplest example is a user
process’s file descriptors, which are indexes into an array of channels. A table in the
kernel provides a list of entry points corresponding one to one with the 9P messages for
each device. A system call such as read from the user translates into one or more pro-
cedure calls through that table, indexed by the type character stored in the channel:
procread, eiaread, etc. Each call takes at least one channel as an argument. A
special kernel driver, called the mount driver, translates procedure calls to messages,
that is, it converts local procedure calls to remote ones. In effect, this special driver
becomes a local proxy for the files served by a remote file server. The channel pointer
in the local call is translated to the associated fid in the transmitted message.

The mount driver is the sole RPC mechanism employed by the system. The seman-
tics of the supplied files, rather than the operations performed upon them, create a par-
ticular service such as the cpu command. The mount driver demultiplexes protocol
messages between clients sharing a communication channel with a file server. For each
outgoing RPC message, the mount driver allocates a buffer labeled by a small unique
integer, called a tag. The reply to the RPC is labeled with the same tag, which is used by
the mount driver to match the reply with the request.

The kernel representation of the name space is called the mount table, which
stores a list of bindings between channels. Each entry in the mount table contains a pair
of channels: a from channel and a to channel. Every time a walk succeeds in moving a
channel to a new location in the name space, the mount table is consulted to see if a
‘from’ channel matches the new name; if so the ‘to’ channel is cloned and substituted
for the original. Union directories are implemented by converting the ‘to’ channel into a
list of channels: a successful walk to a union directory returns a ‘to’ channel that forms
the head of a list of channels, each representing a component directory of the union. If
a walk fails to find a file in the first directory of the union, the list is followed, the next
component cloned, and walk tried on that directory.

Each file in Plan 9 is uniquely identified by a set of integers: the type of the channel
(used as the index of the function call table), the server or device number distinguishing
the server from others of the same type (decided locally by the driver), and a gid formed
from two 32-bit numbers called path and version. The path is a unique file number
assigned by a device driver or file server when a file is created. The version number is
updated whenever the file is modified; as described in the next section, it can be used
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to maintain cache coherency between clients and servers.

The type and device number are analogous to UNIX major and minor device num-
bers; the qid is analogous to the i-number. The device and type connect the channel to
a device driver and the gid identifies the file within that device. If the file recovered from
a walk has the same type, device, and gid path as an entry in the mount table, they are
the same file and the corresponding substitution from the mount table is made. This is
how the name space is implemented.

File Caching

The 9P protocol has no explicit support for caching files on a client. The large
memory of the central file server acts as a shared cache for all its clients, which reduces
the total amount of memory needed across all machines in the network. Nonetheless,
there are sound reasons to cache files on the client, such as a slow connection to the file
server.

The version field of the qgid is changed whenever the file is modified, which makes
it possible to do some weakly coherent forms of caching. The most important is client
caching of text and data segments of executable files. When a process execs a pro-
gram, the file is re-opened and the qid’s version is compared with that in the cache; if
they match, the local copy is used. The same method can be used to build a local cach-
ing file server. This user-level server interposes on the 9P connection to the remote
server and monitors the traffic, copying data to a local disk. When it sees a read of
known data, it answers directly, while writes are passed on immediately—the cache is
write-through—to keep the central copy up to date. This is transparent to processes on
the terminal and requires no change to 9P; it works well on home machines connected
over serial lines. A similar method can be applied to build a general client cache in
unused local memory, but this has not been done in Plan 9.

Networks and Communication Devices

Network interfaces are kernel-resident file systems, analogous to the EIA device
described earlier. Call setup and shutdown are achieved by writing text strings to the
control file associated with the device; information is sent and received by reading and
writing the data file. The structure and semantics of the devices is common to all net-
works so, other than a file name substitution, the same procedure makes a call using
TCP over Ethernet as URP over Datakit [Fra80].

This example illustrates the structure of the TCP device:

% ls —1p /net/tcp

d-r-xr-xr-x I 0 bootes bootes 0 Feb 23 20:20 0
d-r-xr-xr-x I 0 bootes bootes 0 Feb 23 20:20 1
——rw—-rw-rw— I O bootes bootes 0 Feb 23 20:20 clone
% ls —1p /net/tcp/0

——rw-rw———— I 0 rob bootes 0 Feb 23 20:20 ctl
—rw—-rw——— I O rob bootes 0 Feb 23 20:20 data
—rw—-rw———— I 0 rob bootes 0 Feb 23 20:20 listen
——r——r——r—— I 0 bootes bootes 0 Feb 23 20:20 local
——r——r——r—— I 0 bootes bootes 0 Feb 23 20:20 remote
——r——r——r—— I 0 bootes bootes 0 Feb 23 20:20 status

%

The top directory, /net/tcp, contains a clone file and a directory for each connec-
tion, numbered 0 to n. Each connection directory corresponds to an TCP/IP connection.
Opening clone reserves an unused connection and returns its control file. Reading the
control file returns the textual connection number, so the user process can construct the
full name of the newly allocated connection directory. The local, remote, and
status files are diagnostic; for example, remote contains the address (for TCP, the
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Special users

Plan 9 has no super-user. Each server is responsible for maintaining its own secu-
rity, usually permitting access only from the console, which is protected by a password.
For example, file servers have a unique administrative user called adm, with special priv-
ileges that apply only to commands typed at the server’s physical console. These privi-
leges concern the day-to-day maintenance of the server, such as adding new users and
configuring disks and networks. The privileges do not include the ability to modify,
examine, or change the permissions of any files. If a file is read-protected by a user,
only that user may grant access to others.

CPU servers have an equivalent user name that allows administrative access to
resources on that server such as the control files of user processes. Such permission is
necessary, for example, to kill rogue processes, but does not extend beyond that server.
On the other hand, by means of a key held in protected non-volatile RAM, the identity of
the administrative user is proven to the authentication server. This allows the CPU
server to authenticate remote users, both for access to the server itself and when the
CPU server is acting as a proxy on their behalf.

Finally, a special user called none has no password and is always allowed to con-
nect; anyone may claim to be none. None has restricted permissions; for example, it
is not allowed to examine dump files and can read only world-readable files.

The idea behind none is analogous to the anonymous user in FTP services. On
Plan 9, guest FTP servers are further confined within a special restricted name space. It
disconnects guest users from system programs, such as the contents of /bin, but
makes it possible to make local files available to guests by binding them explicitly into
the space. A restricted name space is more secure than the usual technique of export-
ing an ad hoc directory tree; the result is a kind of cage around untrusted users.

The cpu command and proxied authentication

When a call is made to a CPU server for a user, say Peter, the intent is that Peter
wishes to run processes with his own authority. To implement this property, the CPU
server does the following when the call is received. First, the listener forks off a process
to handle the call. This process changes to the user none to avoid giving away permis-
sions if it is compromised. It then performs the authentication protocol to verify that
the calling user really is Peter, and to prove to Peter that the machine is itself trustwor-
thy. Finally, it reattaches to all relevant file servers using the authentication protocol to
identify itself as Peter. In this case, the CPU server is a client of the file server and per-
forms the client portion of the authentication exchange on behalf of Peter. The authen-
tication server will give the process tickets to accomplish this only if the CPU server’s
administrative user name is allowed to speak for Peter.

The speaks for relation [LABW91] is kept in a table on the authentication server. To
simplify the management of users computing in different authentication domains, it also
contains mappings between user names in different domains, for example saying that
user rtm in one domain is the same person as user rtmorris in another.

File Permissions

One of the advantages of constructing services as file systems is that the solutions
to ownership and permission problems fall out naturally. As in UNIX, each file or direc-
tory has separate read, write, and execute/search permissions for the file’s owner, the
file’s group, and anyone else. The idea of group is unusual: any user name is potentially
a group name. A group is just a user with a list of other users in the group. Conven-
tions make the distinction: most people have user names without group members, while
groups have long lists of attached names. For example, the sys group traditionally has
all the system programmers, and system files are accessible by group sys. Consider
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the following two lines of a user database stored on a server:

pJjw:pjw:

sys::pjw,ken,philw,presotto
The first establishes user pjw as a regular user. The second establishes user sys as a
group and lists four users who are members of that group. The empty colon-separated
field is space for a user to be named as the group leader. If a group has a leader, that
user has special permissions for the group, such as freedom to change the group per-
missions of files in that group. If no leader is specified, each member of the group is
considered equal, as if each were the leader. In our example, only pjw can add mem-
bers to his group, but all of sys’s members are equal partners in that group.

Regular files are owned by the user that creates them. The group name is inherited
from the directory holding the new file. Device files are treated specially: the kernel
may arrange the ownership and permissions of a file appropriate to the user accessing
the file.

A good example of the generality this offers is process files, which are owned and
read-protected by the owner of the process. If the owner wants to let someone else
access the memory of a process, for example to let the author of a program debug a
broken image, the standard chmod command applied to the process files does the job.

Another unusual application of file permissions is the dump file system, which is
not only served by the same file server as the original data, but represented by the same
user database. Files in the dump are therefore given identical protection as files in the
regular file system; if a file is owned by pjw and read-protected, once it is in the dump
file system it is still owned by pjw and read-protected. Also, since the dump file sys-
tem is immutable, the file cannot be changed; it is read-protected forever. Drawbacks
are that if the file is readable but should have been read-protected, it is readable for-
ever, and that user names are hard to re-use.

Performance

As a simple measure of the performance of the Plan 9 kernel, we compared the
time to do some simple operations on Plan 9 and on SGI’s IRIX Release 5.3 running on
an SGI Challenge M with a T00MHz MIPS R4400 and a 1-megabyte secondary cache.
The test program was written in Alef, compiled with the same compiler, and run on iden-
tical hardware, so the only variables are the operating system and libraries.

The program tests the time to do a context switch (rendezvous on Plan 9,
blockproc on IRIX); a trivial system call (rfork(0) and nap(0)); and lightweight
fork (rfork(RFPROC) and sproc (PR_SFDS|PR_SADDR)). It also measures the
time to send a byte on a pipe from one process to another and the throughput on a pipe
between two processes. The results appear in Table 1.

] Test Plan 9 IRIX ]
ontext switch 39 ps 150 ps S
ystem call 6 s 36 us g

fLight fork 1300 ps 2200 ps OO

[Pipe latency 110 ps 200ps O

Fpipe bandwidth 11678 KB/s 14545 KB/s H

Table 1. Performance comparison.

Although the Plan 9 times are not spectacular, they show that the kernel is competitive
with commercial systems.
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ABSTRACT

Plan 9 is a distributed system built at the Computing Sciences
Research Center of AT&T Bell Laboratories (now Lucent Technologies, Bell
Labs) over the last few years. Its goal is to provide a production-quality
system for software development and general computation using hetero-
geneous hardware and minimal software. A Plan 9 system comprises CPU
and file servers in a central location connected together by fast networks.
Slower networks fan out to workstation-class machines that serve as user
terminals. Plan 9 argues that given a few carefully implemented abstrac-
tions it is possible to produce a small operating system that provides
support for the largest systems on a variety of architectures and net-
works. The foundations of the system are built on two ideas: a per-
process name space and a simple message-oriented file system protocol.

The operating system for the CPU servers and terminals is structured as a tradi-
tional kernel: a single compiled image containing code for resource management, pro-
cess control, user processes, virtual memory, and I/O. Because the file server is a sepa-
rate machine, the file system is not compiled in, although the management of the name
space, a per-process attribute, is. The entire kernel for the multiprocessor SGI Power
Series machine is 25000 lines of C, the largest part of which is code for four networks
including the Ethernet with the Internet protocol suite. Fewer than 1500 lines are
machine-specific, and a functional kernel with minimal 1/0O can be put together from
source files totaling 6000 lines. [Pike90]

The system is relatively small for several reasons. First, it is all new: it has not had
time to accrete as many fixes and features as other systems. Also, other than the net-
work protocol, it adheres to no external interface; in particular, it is not Unix-
compatible. Economy stems from careful selection of services and interfaces. Finally,
wherever possible the system is built around two simple ideas: every resource in the
system, either local or remote, is represented by a hierarchical file system; and a user or
process assembles a private view of the system by constructing a file name space that
connects these resources. [Needham]

Appeared in Operating Systems Review, Vol. 27, #2, April 1993, pp. 72-76 (reprinted from
Proceedings of the 5th ACM SIGOPS European Workshop, Mont Saint-Michel, 1992, Paper n° 34).
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RPC protocol.)

The various services being used by a process are gathered together into the
process’s name space, a single rooted hierarchy of file names. When a process forks,
the child process shares the name space with the parent. Several system calls
manipulate name spaces. Given a file descriptor £d that holds an open communications
channel to a service, the call

mount(int fd, char *old, int flags)

authenticates the user and attaches the file tree of the service to the directory named by
old. The flags specify how the tree is to be attached to old: replacing the current
contents or appearing before or after the current contents of the directory. A directory
with several services mounted is called a union directory and is searched in the specified
order. The call

bind(char *new, char *old, int flags)

takes the portion of the existing name space visible at new, either a file or a directory,
and makes it also visible at o1d. For example,

bind("1995/0301/sys/include", "/sys/include", REPLACE)

causes the directory of include files to be overlaid with its contents from the dump on
March first.

A process is created by the rfork system call, which takes as argument a bit vec-
tor defining which attributes of the process are to be shared between parent and child
instead of copied. One of the attributes is the name space: when shared, changes made
by either process are visible in the other; when copied, changes are independent.

Although there is no global name space, for a process to function sensibly the local
name spaces must adhere to global conventions. Nonetheless, the use of local name
spaces is critical to the system. Both these ideas are illustrated by the use of the name
space to handle heterogeneity. The binaries for a given architecture are contained in a
directory named by the architecture, for example /mips/bin; in use, that directory is
bound to the conventional location /bin. Programs such as shell scripts need not
know the CPU type they are executing on to find binaries to run. A directory of private
binaries is usually unioned with /bin. (Compare this to the ad hoc and special-
purpose idea of the PATH variable, which is not used in the Plan 9 shell.) Local
bindings are also helpful for debugging, for example by binding an old library to the
standard place and linking a program to see if recent changes to the library are
responsible for a bug in the program.

The window system, 8% [Pike91], is a server for files such as /dev/cons and
/dev/bitblt. Each client sees a distinct copy of these files in its local name space:
there are many instances of /dev/cons, each served by 8% to the local name space of
a window. Again, 8% implements services using local name spaces plus the use of 1/0
to conventionally named files. Each client just connects its standard input, output, and
error files to /dev/cons, with analogous operations to access bitmap graphics. Com-
pare this to the implementation of /dev/tty on UNIX, which is done by special code
in the kernel that overloads the file, when opened, with the standard input or output of
the process. Special arrangement must be made by a UNIX window system for
/dev/tty to behave as expected; 8% instead uses the provision of the corresponding
file as its central idea, which to succeed depends critically on local name spaces.

The environment 8% provides its clients is exactly the environment under which it
is implemented: a conventional set of files in /dev. This permits the window system to
be run recursively in one of its own windows, which is handy for debugging. It also
means that if the files are exported to another machine, as described below, the window
system or client applications may be run transparently on remote machines, even ones

_5_

without graphics hardware. This mechanism is used for Plan 9’s implementation of the
X window system: X is run as a client of 8%, often on a remote machine with lots of
memory. In this configuration, using Ethernet to connect MIPS machines, we measure
only a 10% degradation in graphics performance relative to running X on a bare Plan 9
machine.

An unusual application of these ideas is a statistics-gathering file system imple-
mented by a command called iostats. The command encapsulates a process in a
local name space, monitoring 9P requests from the process to the outside world — the
name space in which iostats is itself running. When the command completes,
iostats reports usage and performance figures for file activity. For example

iostats 8%

can be used to discover how much I/O the window system does to the bitmap device,
font files, and so on.

The import command connects a piece of name space from a remote system to
the local name space. Its implementation is to dial the remote machine and start a pro-
cess there that serves the remote name space using 9P. It then calls mount to attach
the connection to the name space and finally dies; the remote process continues to
serve the files. One use is to access devices not available locally. For example, to write
a floppy one may say

import lab.pc /a: /n/dos
cp foo /n/dos/bar

The call to import connects the file tree from /a: on the machine 1ab.pc (which
must support 9P) to the local directory /n/dos. Then the file foo can be written to
the floppy just by copying it across.

Another application is remote debugging:
import helix /proc

makes the process file system on machine helix available locally; commands such as
ps then see helix’s processes instead of the local ones. The debugger may then look
at a remote process:

db /proc/27/text /proc/27/mem

allows breakpoint debugging of the remote process. Since db infers the CPU type of the
process from the executable header on the text file, it supports cross-architecture
debugging, too. Care is taken within db to handle issues of byte order and floating
point; it is possible to breakpoint debug a big-endian MIPS process from a little-endian
i386.

Network interfaces are also implemented as file systems [Presotto]. For example,
/net/tcp is a directory somewhat like /proc: it contains a set of numbered directo-
ries, one per connection, each of which contains files to control and communicate on
the connection. A process allocates a new connection by accessing
/net/tcp/clone, which evaluates to the directory of an unused connection. To
make a «call, the process writes a textual message such as ’connect
135.104.53.2!512’ to the ctl file and then reads and writes the data file. An
rlogin service can be implemented in a few of lines of shell code.

This structure makes network gatewaying easy to provide. We have machines with
Datakit interfaces but no Internet interface. On such a machine one may type

import helix /net
telnet tcpl!ai.mit.edu

The import uses Datakit to pull in the TCP interface from helix, which can then be
used directly; the tcp! notation is necessary because we routinely use multiple
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2. Kernel Network Support

Networks play a central role in any distributed system. This is particularly true in
Plan 9 where most resources are provided by servers external to the kernel. The impor-
tance of the networking code within the kernel is reflected by its size; of 25,000 lines of
kernel code, 12,500 are network and protocol related. Networks are continually being
added and the fraction of code devoted to communications is growing. Moreover, the
network code is complex. Protocol implementations consist almost entirely of synchro-
nization and dynamic memory management, areas demanding subtle error recovery
strategies. The kernel currently supports Datakit, point-to-point fiber links, an Internet
(IP) protocol suite and ISDN data service. The variety of networks and machines has
raised issues not addressed by other systems running on commercial hardware support-
ing only Ethernet or FDDI.

2.1. The File System protocol

A central idea in Plan 9 is the representation of a resource as a hierarchical file sys-
tem. Each process assembles a view of the system by building a name space [Needham]
connecting its resources. File systems need not represent disc files; in fact, most Plan 9
file systems have no permanent storage. A typical file system dynamically represents
some resource like a set of network connections or the process table. Communication
between the kernel, device drivers, and local or remote file servers uses a protocol
called 9P. The protocol consists of 17 messages describing operations on files and
directories. Kernel resident device and protocol drivers use a procedural version of the
protocol while external file servers use an RPC form. Nearly all traffic between Plan 9
systems consists of 9P messages. 9P relies on several properties of the underlying
transport protocol. It assumes messages arrive reliably and in sequence and that delim-
iters between messages are preserved. When a protocol does not meet these require-
ments (for example, TCP does not preserve delimiters) we provide mechanisms to mar-
shal messages before handing them to the system.

A kernel data structure, the channel, is a handle to a file server. Operations on a
channel generate the following 9P messages. The session and attach messages
authenticate a connection, established by means external to 9P, and validate its user.
The result is an authenticated channel referencing the root of the server. The clone
message makes a new channel identical to an existing channel, much like the dup sys-
tem call. A channel may be moved to a file on the server using a walk message to
descend each level in the hierarchy. The stat and wstat messages read and write
the attributes of the file referenced by a channel. The open message prepares a chan-
nel for subsequent read and write messages to access the contents of the file.
Create and remove perform the actions implied by their names on the file referenced
by the channel. The clunk message discards a channel without affecting the file.

A kernel resident file server called the mount driver converts the procedural ver-
sion of 9P into RPCs. The mount system call provides a file descriptor, which can be a
pipe to a user process or a network connection to a remote machine, to be associated
with the mount point. After a mount, operations on the file tree below the mount point
are sent as messages to the file server. The mount driver manages buffers, packs and
unpacks parameters from messages, and demultiplexes among processes using the file
server.

2.2. Kernel Organization

The network code in the kernel is divided into three layers: hardware interface, pro-
tocol processing, and program interface. A device driver typically uses streams to con-
nect the two interface layers. Additional stream modules may be pushed on a device to
process protocols. Each device driver is a kernel-resident file system. Simple device
drivers serve a single level directory containing just a few files; for example, we
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represent each UART by a data and a control file.

cpu% cd /dev

cpu% ls -1 eia*

—rw-rw—rw— t O bootes bootes
——rw-rw-rw— t O bootes bootes
——rw—-rw—-rw— t O bootes bootes
—rw-rw—-rw— t O bootes bootes
cpu%

Jul 16 17:28 eial
Jul 16 17:28 eialctl
Jul 16 17:28 eia2
Jul 16 17:28 eia2ctl

[eNeoNoNe]

The control file is used to control the device; writing the string b1200 to
/dev/eialctl sets the line to 1200 baud.

Multiplexed devices present a more complex interface structure. For example, the
LANCE Ethernet driver serves a two level file tree (Figure 1) providing

. device control and configuration
. user-level protocols like ARP
D diagnostic interfaces for snooping software.

The top directory contains a clone file and a directory for each connection, numbered
1 to n. Each connection directory corresponds to an Ethernet packet type. Opening the
clone file finds an unused connection directory and opens its ctl file. Reading the
control file returns the ASCIl connection number; the user process can use this value to
construct the name of the proper connection directory. In each connection directory
files named ctl, data, stats, and type provide access to the connection. Writing
the string connect 2048 to the ctl file sets the packet type to 2048 and configures
the connection to receive all IP packets sent to the machine. Subsequent reads of the
file type yield the string 2048. The data file accesses the media; reading it returns
the next packet of the selected type. Writing the file queues a packet for transmission
after appending a packet header containing the source address and packet type. The
stats file returns ASCIl text containing the interface address, packet input/output
counts, error statistics, and general information about the state of the interface.

ether

A ANYA

ctl data c data ctl data

If several connections on an interface are configured for a particular packet type,
each receives a copy of the incoming packets. The special packet type —1 selects all
packets. Writing the strings promiscuous and connect —1 to the ctl file config-
ures a conversation to receive all packets on the Ethernet.

Although the driver interface may seem elaborate, the representation of a device as
a set of files using ASCII strings for communication has several advantages. Any mecha-
nism supporting remote access to files immediately allows a remote machine to use our
interfaces as gateways. Using ASCIl strings to control the interface avoids byte order
problems and ensures a uniform representation for devices on the same machine and
even allows devices to be accessed remotely. Representing dissimilar devices by the
same set of files allows common tools to serve several networks or interfaces. Programs
like stty are replaced by echo and shell redirection.
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processing module parses each control block it sees. Commands in control blocks are
ASCII strings, so byte ordering is not an issue when one system controls streams in a
name space implemented on another processor. The time to parse control blocks is not
important, since control operations are rare.

2.4.2. Device Interface

The module at the downstream end of the stream is part of a device interface. The
particulars of the interface vary with the device. Most device interfaces consist of an
interrupt routine, an output put routine, and a kernel process. The output put routine
stages data for the device and starts the device if it is stopped. The interrupt routine
wakes up the kernel process whenever the device has input to be processed or needs
more output staged. The kernel process puts information up the stream or stages more
data for output. The division of labor among the different pieces varies depending on
how much must be done at interrupt level. However, the interrupt routine may not allo-
cate blocks or call a put routine since both actions require a process context.

2.4.3. Multiplexing

The conversations using a protocol device must be multiplexed onto a single physi-
cal wire. We push a multiplexer processing module onto the physical device stream to
group the conversations. The device end modules on the conversations add the neces-
sary header onto downstream messages and then put them to the module downstream
of the multiplexer. The multiplexing module looks at each message moving up its
stream and puts it to the correct conversation stream after stripping the header control-
ling the demultiplexing.

This is similar to the Unix implementation of multiplexer streams. The major dif-
ference is that we have no general structure that corresponds to a multiplexer. Each
attempt to produce a generalized multiplexer created a more complicated structure and
underlined the basic difficulty of generalizing this mechanism. We now code each multi-
plexer from scratch and favor simplicity over generality.

2.4.4. Reflections

Despite five year’s experience and the efforts of many programmers, we remain
dissatisfied with the stream mechanism. Performance is not an issue; the time to pro-
cess protocols and drive device interfaces continues to dwarf the time spent allocating,
freeing, and moving blocks of data. However the mechanism remains inordinately com-
plex. Much of the complexity results from our efforts to make streams dynamically con-
figurable, to reuse processing modules on different devices and to provide kernel syn-
chronization to ensure data structures don’t disappear under foot. This is particularly
irritating since we seldom use these properties.

Streams remain in our kernel because we are unable to devise a better alternative.
Larry Peterson’s X-kernel [Pet89a] is the closest contender but doesn’t offer enough
advantage to switch. If we were to rewrite the streams code, we would probably stati-
cally allocate resources for a large fixed number of conversations and burn memory in
favor of less complexity.

3. The IL Protocol

None of the standard IP protocols is suitable for transmission of 9P messages over
an Ethernet or the Internet. TCP has a high overhead and does not preserve delimiters.
UDP, while cheap, does not provide reliable sequenced delivery. Early versions of the
system used a custom protocol that was efficient but unsatisfactory for internetwork
transmission. When we implemented IP, TCP, and UDP we looked around for a suitable
replacement with the following properties:
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. Reliable datagram service with sequenced delivery
. Runs over IP

. Low complexity, high performance

. Adaptive timeouts

None met our needs so a new protocol was designed. IL is a lightweight protocol
designed to be encapsulated by IP. It is a connection-based protocol providing reliable
transmission of sequenced messages between machines. No provision is made for flow
control since the protocol is designed to transport RPC messages between client and
server. A small outstanding message window prevents too many incoming messages
from being buffered; messages outside the window are discarded and must be retrans-
mitted. Connection setup uses a two way handshake to generate initial sequence num-
bers at each end of the connection; subsequent data messages increment the sequence
numbers allowing the receiver to resequence out of order messages. In contrast to other
protocols, IL does not do blind retransmission. If a message is lost and a timeout
occurs, a query message is sent. The query message is a small control message con-
taining the current sequence numbers as seen by the sender. The receiver responds to
a query by retransmitting missing messages. This allows the protocol to behave well in
congested networks, where blind retransmission would cause further congestion. Like
TCP, IL has adaptive timeouts. A round-trip timer is used to calculate acknowledge and
retransmission times in terms of the network speed. This allows the protocol to per-
form well on both the Internet and on local Ethernets.

In keeping with the minimalist design of the rest of the kernel, IL is small. The
entire protocol is 847 lines of code, compared to 2200 lines for TCP. IL is our protocol
of choice.

4. Network Addressing

A uniform interface to protocols and devices is not sufficient to support the trans-
parency we require. Since each network uses a different addressing scheme, the ASCII
strings written to a control file have no common format. As a result, every tool must
know the specifics of the networks it is capable of addressing. Moreover, since each
machine supplies a subset of the available networks, each user must be aware of the
networks supported by every terminal and server machine. This is obviously unaccept-
able.

Several possible solutions were considered and rejected; one deserves more discus-
sion. We could have used a user-level file server to represent the network name space
as a Plan 9 file tree. This global naming scheme has been implemented in other dis-
tributed systems. The file hierarchy provides paths to directories representing network
domains. Each directory contains files representing the names of the machines in that
domain; an example might be the path /net/name/usa/edu/mit/ai. Each
machine file contains information like the IP address of the machine. We rejected this
representation for several reasons. First, it is hard to devise a hierarchy encompassing
all representations of the various network addressing schemes in a uniform manner.
Datakit and Ethernet address strings have nothing in common. Second, the address of a
machine is often only a small part of the information required to connect to a service on
the machine. For example, the IP protocols require symbolic service names to be
mapped into numeric port numbers, some of which are privileged and hence special.
Information of this sort is hard to represent in terms of file operations. Finally, the size
and number of the networks being represented burdens users with an unacceptably
large amount of information about the organization of the network and its connectivity.
In this case the Plan 9 representation of a resource as a file is not appropriate.
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5.1. Connecting

The dial library call establishes a connection to a remote destination. It returns
an open file descriptor for the data file in the connection directory.

int dial(char *dest, char *local, char *dir, int *cfdp)

dest is the symbolic name/address of the destination.

local is the local address. Since most networks do not support this, it is usually
zero.

dir is a pointer to a buffer to hold the path name of the protocol directory repre-
senting this connection. Dial fills this buffer if the pointer is non-zero.

cfdp is a pointer to a file descriptor for the ctl file of the connection. If the
pointer is non-zero, dial opens the control file and tucks the file descriptor
here.

Most programs call dial with a destination name and all other arguments zero. Dial
uses CS to translate the symbolic name to all possible destination addresses and
attempts to connect to each in turn until one works. Specifying the special name net in
the network portion of the destination allows CS to pick a network/protocol in common
with the destination for which the requested service is valid. For example, assume the
system research.bell-labs.com has the Datakit address
nj/astro/research and IP addresses 135.104.117.5and 129.11.4.1. The
call

fd = dial("net!research.bell-labs.com!login", 0, 0, 0, 0);

tries in succession to connect to nj/astro/research!login on the Datakit and
both 135.104.117.5!513 and 129.11.4.1!513 across the Internet.

Dial accepts addresses instead of symbolic names. For example, the destinations
tcp!135.104.117.5!513 and tcp!research.bell-labs.com!login are
equivalent references to the same machine.

5.2. Listening

A program uses four routines to listen for incoming connections. It first
announce ()s its intention to receive connections, then 1listen()s for calls and
finally accept()s or reject()s them. Announce returns an open file descriptor
for the ct1l file of a connection and fills dir with the path of the protocol directory for
the announcement.

int announce(char *addr, char *dir)

Addr is the symbolic name/address announced; if it does not contain a service, the
announcement is for all services not explicitly announced. Thus, one can easily write
the equivalent of the inetd program without having to announce each separate ser-
vice. An announcement remains in force until the control file is closed.

Listen returns an open file descriptor for the ct1 file and fills 1dir with the path of
the protocol directory for the received connection. It is passed dir from the announce-
ment.

int listen(char *dir, char *1dir)
Accept and reject are called with the control file descriptor and 1dir returned by

listen. Some networks such as Datakit accept a reason for a rejection; networks such
as IP ignore the third argument.

int accept(int ctl, char *1dir)
int reject(int ctl, char *ldir, char *reason)
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The following code implements a typical TCP listener. It announces itself, listens
for connections, and forks a new process for each. The new process echoes data on the
connection until the remote end closes it. The "*" in the symbolic name means the
announcement is valid for any addresses bound to the machine the program is run on.

int
echo_server(void)
{
int dfd, lcfd;
char adir[40], 1dir[40];
int n;
char buf[256];
afd = announce("tcp!*!echo", adir);
if(afd < 0)
return -1;
for(;;){
/* listen for a call */
lcfd = listen(adir, 1ldir);
if(lcfd < 0)
return -1;
/* fork a process to echo */
switch(fork()){
case O:
/* accept the call and open the data file */
dfd = accept(lcfd, 1dir);
if(dfd < 0)
return -1;
/* echo until EOF */
while((n = read(dfd, buf, sizeof(buf))) > 0)
write(dfd, buf, n);
exits(0);
case -1:
perror("forking");
default:
close(lcfd);
break;
}
}
¥

6. User Level

Communication between Plan 9 machines is done almost exclusively in terms of 9P
messages. Only the two services cpu and exportfs are used. The cpu service is
analogous to rlogin. However, rather than emulating a terminal session across the
network, cpu creates a process on the remote machine whose name space is an ana-
logue of the window in which it was invoked. Exportfs is a user level file server
which allows a piece of name space to be exported from machine to machine across a
network. It is used by the cpu command to serve the files in the terminal’s name space
when they are accessed from the cpu server.

By convention, the protocol and device driver file systems are mounted in a direc-
tory called /net. Although the per-process name space allows users to configure an
arbitrary view of the system, in practice their profiles build a conventional name space.
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ABSTRACT

The security architecture of the Plan 9™ operating system has
recently been redesigned to address some technical shortcomings. This
redesign provided an opportunity also to make the system more conve-
nient to use securely. Plan 9 has thus improved in two ways not usually
seen together: it has become more secure and easier to use.

The central component of the new architecture is a per-user self-
contained agent called factotum. Factotum securely holds a copy of
the user’s keys and negotiates authentication protocols, on behalf of the
user, with secure services around the network. Concentrating security
code in a single program offers several advantages including: ease of
update or repair to broken security software and protocols; the ability to
run secure services at a lower privilege level; uniform management of
keys for all services; and an opportunity to provide single sign on, even
to unchanged legacy applications. Factotum has an unusual architec-
ture: it is implemented as a Plan 9 file server.

1. Introduction

Secure computing systems face two challenges: first, they must employ sophisticated
technology that is difficult to design and prove correct; and second, they must be easy
for regular people to use. The question of ease of use is sometimes neglected, but it is
essential: weak but easy-to-use security can be more effective than strong but
difficult-to-use security if it is more likely to be used. People lock their front doors
when they leave the house, knowing full well that a burglar is capable of picking the lock
(or avoiding the door altogether); yet few would accept the cost and awkwardness of a
bank vault door on the house even though that might reduce the probability of a rob-
bery. A related point is that users need a clear model of how the security operates (if
not how it actually provides security) in order to use it well; for example, the clarity of a
lock icon on a web browser is offset by the confusing and typically insecure steps for
installing X.509 certificates.

The security architecture of the Plan 9 operating system [Pike95] has recently been
redesigned to make it both more secure and easier to use. By security we mean three
things: first, the business of authenticating users and services; second, the safe han-
dling, deployment, and use of keys and other secret information; and third, the use of

To appear, in a slightly different form, in Proc. of the 2002 Usenix Security Symposium, San
Francisco.
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encryption and integrity checks to safeguard communications from prying eyes.

The old security architecture of Plan 9 had several engineering problems in common
with other operating systems. First, it had an inadequate notion of security domain.
Once a user provided a password to connect to a local file store, the system required
that the same password be used to access all the other file stores. That is, the system
treated all network services as belonging to the same security domain.

Second, the algorithms and protocols used in authentication, by nature tricky and diffi-
cult to get right, were compiled into the various applications, kernel modules, and file
servers. Changes and fixes to a security protocol required that all components using
that protocol needed to be recompiled, or at least relinked, and restarted.

Third, the file transport protocol, 9P [Pike93], that forms the core of the Plan 9 system,
had its authentication protocol embedded in its design. This meant that fixing or
changing the authentication used by 9P required deep changes to the system. If some-
one were to find a way to break the protocol, the system would be wide open and very
hard to fix.

These and a number of lesser problems, combined with a desire for more widespread
use of encryption in the system, spurred us to rethink the entire security architecture of
Plan 9.

The centerpiece of the new architecture is an agent, called factotum, that handles the
user’s keys and negotiates all security interactions with system services and applica-
tions. Like a trusted assistant with a copy of the owner’s keys, factotum does all the
negotiation for security and authentication. Programs no longer need to be compiled
with cryptographic code; instead they communicate with factotum agents that repre-
sent distinct entities in the cryptographic exchange, such as a user and server of a
secure service. If a security protocol needs to be added, deleted, or modified, only
factotum needs to be updated for all system services to be kept secure.

Building on factotum, we modified secure services in the system to move user
authentication code into factotum; made authentication a separable component of
the file server protocol; deployed new security protocols; designed a secure file store,
called secstore, to protect our keys but make them easy to get when they are
needed; designed a new kernel module to support transparent use of Transport Layer
Security (TLS) [RFC2246]; and began using encryption for all communications within the
system. The overall architecture is illustrated in Figure 1a.

Secure protocols and algorithms are well understood and are usually not the weakest
link in a system’s security. In practice, most security problems arise from buggy
servers, confusing software, or administrative oversights. It is these practical problems
that we are addressing. Although this paper describes the algorithms and protocols we
are using, they are included mainly for concreteness. Our main intent is to present a
simple security architecture built upon a small trusted code base that is easy to verify
(whether by manual or automatic means), easy to understand, and easy to use.

Although it is a subjective assessment, we believe we have achieved our goal of ease of
use. That we have achieved our goal of improved security is supported by our plan to
move our currently private computing environment onto the Internet outside the corpo-
rate firewall. The rest of this paper explains the architecture and how it is used, to
explain why a system that is easy to use securely is also safe enough to run in the open
network.

2. An Agent for Security

One of the primary reasons for the redesign of the Plan 9 security infrastructure was to
remove the authentication method both from the applications and from the kernel.
Cryptographic code is large and intricate, so it should be packaged as a separate com-
ponent that can be repaired or modified without altering or even relinking applications
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The kernel always uses a single local instance of factotum, running as the host
owner, for its authentication purposes, but a regular user may start other factotum
agents. In fact, the factotum representing the user need not be running on the same
machine as its client. For instance, it is easy for a user on a CPU server, through stan-
dard Plan 9 operations, to replace the /mnt/factotum in the user’s private file name
space on the server with a connection to the factotum running on the terminal. (The
usual file system permissions prevent interlopers from doing so maliciously.) This per-
mits secure operations on the CPU server to be transparently validated by the user’s own
factotum, so secrets need never leave the user’s terminal. The SSH agent [Ylon96]
does much the same with special SSH protocol messages, but an advantage to making
our agent a file system is that we need no new mechanism to access our remote agent;
remote file access is sufficient.

Within factotum, each protocol is implemented as a state machine with a generic
interface, so protocols are in essence pluggable modules, easy to add, modify, or drop.
Writing a message to and reading a message from factotum each require a separate
RPC and result in a single state transition. Therefore factotum always runs to com-
pletion on every RPC and never blocks waiting for input during any authentication.
Moreover, the number of simultaneous authentications is limited only by the amount of
memory we’re willing to dedicate to representing the state machines.

Authentication protocols are implemented only within factotum, but adding and
removing protocols does require relinking the binary, so factotum processes (but no
others) need to be restarted in order to take advantage of new or repaired protocols.

At the time of writing, factotum contains authentication modules for the Plan 9
shared key protocol (p9sk1), SSH’s RSA authentication, passwords in the clear, APOP,
CRAM, PPP’s CHAP, Microsoft PPP’s MSCHAP, and VNC’s challenge/response.

2.3. Local capabilities

A capability system, managed by the kernel, is used to empower factotum to grant
permission to another process to change its user id. A kernel device driver implements
two files, /dev/caphash and /dev/capuse. The write-only file /dev/caphash
can be opened only by the host owner, and only once. Factotum opens this file
immediately after booting.

To use the files, factotum creates a string of the form useridl@userid2@random-
string, uses SHA1 HMAC to hash useridl@userid2 with key random-string, and writes
that hash to /dev/caphash. Factotum then passes the original string to another
process on the same machine, running as user useridl, which writes the string to
/dev/capuse. The kernel hashes the string and looks for a matching hash in its list.
If it finds one, the writing process’s user id changes from useridl to userid2. Once
used, or if a timeout expires, the capability is discarded by the kernel.

The capabilities are local to the machine on which they are created. Hence a
factotum running on one machine cannot pass capabilities to processes on another
and expect them to work.

2.4. Keys

We define the word key to mean not only a secret, but also a description of the context
in which that secret is to be used: the protocol, server, user, etc. to which it applies.
That is, a key is a combination of secret and descriptive information used to authenti-
cate the identities of parties transmitting or receiving information. The set of keys used
in any authentication depends both on the protocol and on parameters passed by the
program requesting the authentication.

Taking a tip from SDSI [RiLa], which represents security information as textual S-
expressions, keys in Plan 9 are represented as plain UTF-8 text. Text is easily
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understood and manipulated by users. By contrast, a binary or other cryptic format can
actually reduce overall security. Binary formats are difficult for users to examine and
can only be cracked by special tools, themselves poorly understood by most users. For
example, very few people know or understand what’s inside their X.509 certificates.
Most don’t even know where in the system to find them. Therefore, they have no idea
what they are trusting, and why, and are powerless to change their trust relationships.
Textual, centrally stored and managed keys are easier to use and safer.

Plan 9 has historically represented databases as attribute/value pairs, since they are a
good foundation for selection and projection operations. Factotum therefore repre-
sents the keys in the format attribute=value, where attribute is an identifier, possibly
with a single-character prefix, and value is an arbitrary quoted string. The pairs them-
selves are separated by white space. For example, a Plan 9 key and an APOP key might
be represented like this:

dom=bell-labs.com proto=p9skl user=gre
!password="don’’t tell’

proto=apop server=x.y.com user=gre
!password=’open sesame’

If a value is empty or contains white space or single quotes, it must be quoted; quotes
are represented by doubled single quotes. Attributes that begin with an exclamation
mark (!) are considered secret. Factotum will never let a secret value escape its
address space and will suppress keyboard echo when asking the user to type one.

A program requesting authentication selects a key by providing a query, a list of ele-
ments to be matched by the key. Each element in the list is either an attribute=value
pair, which is satisfied by keys with exactly that pair; or an attribute followed by a ques-
tion mark, attribute?, which is satisfied by keys with some pair specifying the attribute.
A key matches a query if every element in the list is satisfied. For instance, to select the
APOP key in the previous example, an APOP client process might specify the query

server=x.y.com proto=apop

Internally, factotum’s APOP module would add the requirements of having user and
I password attributes, forming the query

server=x.y.com proto=apop user? !password?

when searching for an appropriate key.

Factotum modules expect keys to have some well-known attributes. For instance, the
proto attribute specifies the protocol module responsible for using a particular key,
and protocol modules may expect other well-known attributes (many expect keys to
have !password attributes, for example). Additional attributes can be used as com-
ments or for further discrimination without intervention by factotum; for example,
the APOP and IMAP mail clients conventionally include a server attribute to select an
appropriate key for authentication.

Unlike in SDSI, keys in Plan 9 have no nested structure. This design keeps the represen-
tation simple and straightforward. If necessary, we could add a nested attribute or, in
the manner of relational databases, an attribute that selects another tuple, but so far the
simple design has been sufficient.

A simple common structure for all keys makes them easy for users to administer, but
the set of attributes and their interpretation is still protocol-specific and can be subtle.
Users may still need to consult a manual to understand all details. Many attributes
(proto, user, password, server) are self-explanatory and our short experience
has not uncovered any particular difficulty in handling keys. Things will likely get mes-
sier, however, when we grapple with public keys and their myriad components.
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Pc- Fc: start proto=apop role=client
server=x.y.com

Fc-Pc: ok
Pc— Fc: write +0K POP3 challenge
FC‘P Pc: ok

Pc—> F(_‘: read
Fc—- Pc: ok APOP gre response

Factotum requires that start requests include a proto attribute, and the APOP
module requires an additional role attribute, but the other attributes are optional and
only restrict the key space. Before responding to the start transaction, the client
factotum looks for a key to use for the rest of the conversation. Because of the argu-
ments in the start request, the key must have public attributes proto=apop and
server=x.y.com; as mentioned earlier, the APOP module additionally requires that
the key have user and !password attributes. Now that the client has obtained a
response from its factotum, it echoes that response to the server:

Pc— Ps: APOP gre response

Similarly, the server passes this message to its factotum and obtains another to send
back.

Ps— Fs: write APOP gre response
F5—> Ps: ok

Ps— Fs: read

Fs— Ps: ok +OK welcome

Ps— Pc: +OK welcome

Now the authentication protocol is done, and the server can retrieve information about
what the protocol established.
Ps— Fs: authinfo
F¢— Ps: ok client=gre
capability=capability

The authinfo data is a list of attr=value pairs, here a client user name and a capabil-
ity. (Protocols that establish shared secrets or provide mutual authentication indicate
this by adding appropriate attr=value pairs.) The capability can be used by the server to
change its identity to that of the client, as described earlier. Once it has changed its
identity, the server can access and serve the client’s mailbox.

Two more files provide hooks for a graphical factotum control interface. The first,
confirm, allows the user detailed control over the use of certain keys. If a key has a
confirm= attribute, then the user must approve each use of the key. A separate pro-
gram with a graphical interface reads from the confirm file to see when a confirma-
tion is necessary. The read blocks until a key usage needs to be approved, whereupon it
will return a line of the form

confirm tag=1 attributes

requesting permission to use the key with those public attributes. The graphical inter-
face then prompts the user for approval and writes back

tag=1 answer=yes
(or answer=no).

The second file, needkey, diverts key requests. In the APOP example, if a suitable key
had not been found during the start transaction, factotum would have indicated
failure by returning a response indicating what key was needed:

Fc— Pc: needkey proto=apop
server=x.y.com user? !password?

A typical client would then prompt the user for the desired key information, create a
new key via the ctl file, and then reissue the start request. If the needkey file is
open, then instead of failing, the transaction will block, and the next read from the
/mnt/factotum/needkey file will return a line of the form

needkey tag=1 attributes

The graphical interface then prompts the user for the needed key information, creates
the key via the ctl file, and writes back tag=1 to resume the transaction.

The remaining files are informational and used for debugging. The proto file contains
a list of supported protocols (to see what protocols the system supports, cat
/mnt/factotum/proto), and the 1og file contains a log of operations and debug-
ging output enabled by a debug control message.

The next few sections explain how factotum is used by system services.

3. Authentication in 9P

Plan 9 uses a remote file access protocol, 9P [Pike93], to connect to resources such as
the file server and remote processes. The original design for 9P included special mes-
sages at the start of a conversation to authenticate the user. Multiple users can share a
single connection, such as when a CPU server runs processes for many users connected
to a single file server, but each must authenticate separately. The authentication proto-
col, similar to that of Kerberos [Stei88], used a sequence of messages passed between
client, file server, and authentication server to verify the identities of the user, calling
machine, and serving machine. One major drawback to the design was that the authen-
tication method was defined by 9P itself and could not be changed. Moreover, there was
no mechanism to relegate authentication to an external (trusted) agent, so a process
implementing 9P needed, besides support for file service, a substantial body of crypto-
graphic code to implement a handful of startup messages in the protocol.

A recent redesign of 9P addressed a number of file service issues outside the scope of
this paper. On issues of authentication, there were two goals: first, to remove details
about authentication from the protocol itself; second, to allow an external program to
execute the authentication part of the protocol. In particular, we wanted a way to
quickly incorporate ideas found in other systems such as SFS [Mazi99].

Since 9P is a file service protocol, the solution involved creating a new type of file to be
served: an authentication file. Connections to a 9P service begin in a state that allows
no general file access but permits the client to open an authentication file by sending a
special message, generated by the new fauth system call:

afd = fauth(int fd, char *servicename);

Here fd is the user’s file descriptor for the established network connection to the 9P
server and servicename is the name of the desired service offered on that server,
typically the file subsystem to be accessed. The returned file descriptor, afd, is a
unique handle representing the authentication file created for this connection to authen-
ticate to this service; it is analogous to a capability. The authentication file represented
by afd is not otherwise addressable on the server, such as through the file name hierar-
chy. In all other respects, it behaves like a regular file; most important, it accepts stan-
dard read and write operations.

To prove its identity, the user process (via factotum) executes the authentication pro-
tocol, described in the next section of this paper, over the afd file descriptor with ordi-
nary reads and writes. When client and server have successfully negotiated, the authen-
tication file changes state so it can be used as evidence of authority in mount.
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proto@domain
indicating its choice. Finally the callee responds
OK

Any other string indicates failure. At this point the chosen protocol commences. The
final fixed-length reply is used to make it easy to delimit the I/O stream should the cho-
sen protocol require the caller rather than the callee to send the first message.

With this negotiation metaprotocol, the underlying authentication protocols used for
Plan 9 services can be changed under any application just by changing the keys known
by the factotum agents at each end.

P9any is vulnerable to man in the middle attacks to the extent that the attacker may con-
strain the possible choices by changing the stream. However, we believe this is accept-
able since the attacker cannot force either side to choose algorithms that it is unwilling
to use.

4. Library Interface to Factotum

Although programs can access factotum’s services through its file system interface, it
is more common to use a C library that packages the interaction. There are a number of
routines in the library, not all of which are relevant here, but a few examples should give
their flavor.

First, consider the problem of mounting a remote file server using 9P. An earlier discus-
sion showed how the fauth and mount system calls use an authentication file, afd,
as a capability, but not how factotum manages afd. The library contains a routine,
amount (authenticated mount), that is used by most programs in preference to the raw
fauth and mount calls. Amount engages factotum to validate afd; here is the
complete code:

int

amount(int fd, char *mntpt,

int flags, char *aname)
{

int afd, ret;
AuthInfo *ai;

afd = fauth(fd, aname);
if(afd >= 0){
ai = auth_proxy(afd, amount_getkey,
"proto=p9any role=client");
if(ai != NULL)
auth_freeAI(ai);
}

ret = mount(fd, afd, mntpt,
flags, aname);

if(afd >= 0)
close(afd);

return ret;

}

where parameter f£d is a file descriptor returned by open or dial for a new connec-
tion to a file server. The conversation with factotum occurs in the call to
auth_proxy, which specifies, as a key query, which authentication protocol to use
(here the metaprotocol p9any) and the role being played (client). Auth_proxy
will read and write the factotum files, and the authentication file descriptor afd, to
validate the user’s right to access the service. If the call is successful, any auxiliary
data, held in an AuthInfo structure, is freed. In any case, the mount is then called
with the (perhaps validated) afd. A 9P server can cause the fauth system call to fail,
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as an indication that authentication is not required to access the service.

The second argument to auth_proxy is a function, here amount_getkey, to be
called if secret information such as a password or response to a challenge is required as
part of the authentication. This function, of course, will provide this data to factotum
as a key message on the /mnt/factotum/ctl file.

Although the final argument to auth_proxy in this example is a simple string, in gen-
eral it can be a formatted-print specifier in the manner of printf, to enable the con-
struction of more elaborate key queries.

As another example, consider the Plan 9 cpu service, which exports local devices to a
shell process on a remote machine, typically to connect the local screen and keyboard to
a more powerful computer. At heart, cpu is a superset of a service called exportfs
[Pike93], which allows one machine to see an arbitrary portion of the file name space of
another machine, such as to export the network device to another machine for gateway-
ing. However, cpu is not just exportfs because it also delivers signals such as inter-
rupt and negotiates the initial environment for the remote shell.

To authenticate an instance of cpu requires factotum processes on both ends: the
local, client end running as the user on a terminal and the remote, server end running as
the host owner of the server machine. Here is schematic code for the two ends:

/* client */

int

p9auth(int fd)

{
AuthInfo *ai;

ai = auth_proxy(fd, auth_getkey,
"proto=p9any role=client");
if(ai == NULL)
return -1;

/* start cpu protocol here */

}

/* server */
int
srvp9auth(int fd, char *user)

AuthInfo *ai;

ai = auth_proxy(fd, NULL,
"proto=p9any role=server");
if(ai == NULL)
return -1;
/* set user id for server process */
if(auth_chuid(ai, NULL) < 0)
return -1;

/* start cpu protocol here */

¥

Auth_chuid encapsulates the negotiation to change a user id using the caphash
and capuse files of the (server) kernel. Note that although the client process may ask
the user for new keys, using auth_getkey, the server machine, presumably a shared
machine with a pseudo-user for the host owner, sets the key-getting function to NULL.
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The secure shell SSH develops this idea further, replacing the temporary file with a
named Unix domain socket connected to a user-level program, called an agent. Once
the SSH agent is started and initialized with one or more RSA private keys, SSH clients
can employ it to perform RSA authentications on their behalf. In the absence of an
agent, SSH typically uses RSA keys read from encrypted disk files or uses passphrase-
based authentication, both of which would require prompting the user for a passphrase
whenever authentication is needed [Ylon96]. The self-certifying file system SFS uses a
similar agent [KamiOO], not only for moderating the use of client authentication keys but
also for verifying server public keys [Mazi99].

Factotum is a logical continuation of this evolution, replacing the program-specific
SSH or SFS agents with a general agent capable of serving a wide variety of programs.
Having one agent for all programs removes the need to have one agent for each pro-
gram. It also allows the programs themselves to be protocol-agnostic, so that, for
example, one could build an SSH workalike capable of using any protocol supported by
factotum, without that program knowing anything about the protocols. Traditionally
each program needs to implement each authentication protocol for itself, an O(n?) cod-
ing problem that factotum reduces to O(hn).

Previous work on agents has concentrated on their use by clients authenticating to
servers. Looking in the other direction, Sun Microsystem’s pluggable authentication
module (PAM) is one of the earliest attempts to provide a general authentication mecha-
nism for Unix-like operating systems [Sama96]. Without a central authority like PAM,
system policy is tied up in the various implementations of network services. For exam-
ple, on a typical Unix, if a system administrator decides not to allow plaintext passwords
for authentication, the configuration files for a half dozen different servers —
rlogind, telnetd, ftpd, sshd, and so on — need to be edited. PAM solves this
problem by hiding the details of a given authentication mechanism behind a common
library interface. Directed by a system-wide configuration file, an application selects a
particular authentication mechanism by dynamically loading the appropriate shared
library. PAM is widely used on Sun’s Solaris and some Linux distributions.

Factotum achieves the same goals using the agent approach. Factotum is the only
process that needs to create capabilities, so all the network servers can run as untrusted
users (e.g., Plan 9’s none or Unix’s nobody), which greatly reduces the harm done if a
server is buggy and is compromised. In fact, if factotum were implemented on Unix
along with an analogue to the Plan 9 capability device, venerable programs like su and
login would no longer need to be installed ““setuid root.”

Several other systems, such as Password Safe [Schn], store multiple passwords in an
encrypted file, so that the user only needs to remember one password. Our secstore
solution differs from these by placing the storage in a hardened location in the network,
so that the encrypted file is less liable to be stolen for offline dictionary attack and so
that it is available even when a user has several computers. In contrast, Microsoft’s
Passport system [Micr] keeps credentials in the network, but centralized at one
extremely-high-value target. The important feature of Passport, setting up trust rela-
tionships with e-merchants, is outside our scope. The secstore architecture is
almost identical to Perlman and Kaufman’s [Perl99] but with newer EKE technology. Like
them, we chose to defend mainly against outside attacks on secstore; if additional
defense of the files on the server itself is desired, one can use distributed techniques
[Ford00].

We made a conscious choice of placing encryption, message integrity, and key manage-
ment at the application layer (TLS, just above layer 4) rather than at layer 3, as in IPsec.
This leads to a simpler structure for the network stack, easier integration with applica-
tions and, most important, easier network administration since we can recognize which
applications are misbehaving based on TCP port numbers. TLS does suffer (relative to
IPsec) from the possibility of forged TCP Reset, but we feel that this is adequately dealt
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with by randomized TCP sequence numbers. In contrast with other TLS libraries, Plan 9
does not require the application to change write calls to sslwrite but simply to
add a few lines of code at startup [RescO1].

8. Conclusion

Writing safe code is difficult. Stack attacks, mistakes in logic, and bugs in compilers
and operating systems can each make it possible for an attacker to subvert the intended
execution sequence of a service. If the server process has the privileges of a powerful
user, such as root on Unix, then so does the attacker. Factotum allows us to con-
strain the privileged execution to a single process whose core is a few thousand lines of
code. Verifying such a process, both through manual and automatic means, is much
easier and less error prone than requiring it of all servers.

An implementation of these ideas is in Plan 9 from Bell Labs, Fourth Edition, freely avail-
able from http://plan9.bell-labs.com/plan9.
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